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Technology Assessment for Cybersecurity
Organizational Readiness: Case of Airlines
Sector and Electronic Payment

Sultan Alghamdi, Member, IEEE, Tugrul Daim, Senior Member, IEEE, and Saeed Alzahrani, Member,
IEEE

Abstract— Payment processing systems have advanced
significantly in the airline business. Because e-payments are easy,
they have captured the attention of many companies in the
aviation industry and are quickly becoming the dominant means
of payment. However, as technology advances, fraud grows at a
comparable rate. Over the years, there has been a surge in
payment fraud incidents in the airline sector, reducing the
platform's trustworthiness. Despite attempts to eliminate e-
payment fraud, decision-makers lack the technical expertise
required to use the finest fraud detection and prevention
assessments. This research recognizes the lack of an established
decision model as a hurdle and seeks to fix the problem. In
response, this research aims to develop a decision model for the
airline industry to evaluate the e-payment fraud detection and
prevention capabilities of airlines. The literature examines the
scope of airline payment fraud to formulate the optimal
framework to handle the problem. Guided by the results, the study
proceeds to develop an HDM model from experts’ validation,
quantification, and desirability inputs. The results of the factors’
validation and quantification show that the Economic and
Financial, and the Security perspectives have the most impact on
decision-making. Airline companies can use the developed
framework to examine whether they are ready to adopt online
fraud prevention technologies to increase their success rate. To
measure payment organizations' readiness for digital payment
fraud protection technologies, a scoring methodology was
developed in this research and applied to two case studies.

Index Terms—Decision Making in Technology Management,
Electronic Payment, Fraud Detection, Technology Adoption,
Technology Acquisition, Technology Assessment.

L INTRODUCTION

he airline industry has experienced technological
advancements in  payment-processing  methods.
Technological development in the e-payment systems has
improved the sector [1]. Since e-payments are convenient, these
tools have attracted the attention of many airline players and are
becoming the primary mode of payment [2] [3]. In addition,
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electronic payments have significantly changed with the
introduction of mobile payments (M-payments) and more
flexible options [4] [5]. With such advancements, fraud
continues to grow similarly [6] [7]. Over the years, there has
been an increase in payment fraud cases in the airline industry,
reducing the platforms' reliability [2]. Modern technology has
helped major airline companies adopt the electronic payment
method as the easiest booking mode [8]. Therefore, the
adoption of new e-payment methods has made it so that the
majority of commercial airline operations are more competitive
and efficient [9] [8]. According to a report by Rivest—Shamir—
Adleman (RSA) Security, airlines are deeply affected by e-
payment fraud. Some airlines have had a fraud rate as high as
46% of transactions reported as fraudulent [10]. In 2018 and
2019 alone, fraudulent attacks on the airline industry increased
substantially to a rate of 61% in a span of one year. According
to the International Air Transport Association (IATA), fraud
costs the airline industry an estimated 1 billion USD annually
[11]. The value of related fraudulent air ticketing has a higher
percentage of occurrence, with many scammers targeting the
upper-tier product line[6]. According to the American
Association of Fraud Examiners (AAFE), 15% of all reported
fraud-related cases involve credit card payments [2]. To prevent
loss through fraud, payment fraud detection systems have
become a major priority within e-commerce. Fraud can be
understood as manipulative activities aimed at personal gains
[12] [13]. In all areas that depend on electronic payment, fraud
has become a leading concern. This includes the airline
industry, which has experienced an increase in online
technologies [14]. However, as fraudsters adjust to security
mechanisms in these systems, fraud detection and prevention
software fail to provide the needed protection [15]. As a result,
fraud across online payments and other e-commerce platforms
has increased by 178% as of 2022 [16] . As reported by the
IATA, there is an exponential growth in e-payments losses.
This calls for the need to equip management teams with reliable
decision-making criteria for selecting the best solution [17]. In
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the airline industry, countries such as Brazil, Mexico, and
Argentina experience the highest number of attempts [6].
Among other risk factors, payment fraud has a grievous impact
on airline profit bottom-line. Therefore, management teams are
faced with the decision of trying to decide the best fraud
prevention method to implement [18]. In making these
decisions, they must consider multiple factors related to
payment processing, including the cost, efficiency, security,
and reliability of the options available to them. This calls for a
multi-criterion decision-making process that can be improved
by decision-making models [19]. The efficiency of the fraud
prevention framework depends on the system's properties,
reliability, and cost. However, the decision about the best
payment method often falls on the shoulders of management
entities who lack an intricate understanding of the technical
aspect of the fraud prevention system, therefore, their decision
may fall short of the expectation, be biased, or incomplete with
the needs of the organization [20]. While management is
primarily responsible for this decision process, developing and
adopting a new fraud detection and prevention system is
challenged by senior management's inadequate understanding
of the economic, financial, and technical aspects [21] [22] [23].
Thus, a management team requires assistive decision-making
models that they can depend on to make the best decision based
on the multiple variables at play.

While such decision models do exist in the airline sector, the
literature shows that the development of these models to assist
in e-payment fraud prevention is limited, and management
lacks the proper tools to make decisions reliably [12]. This
study highlights various gaps in the existing literature. The first
gap is the costly mistakes that can happen if the selected fraud
prevention does not fit the organization's needs. A number of
studies point out that developing fraud prevention software to
aid in safeguarding electronic payment in America has not fully
been adopted because of its high cost [2]. A study by Caldera
et al. claims that installing fraud prevention software is
expensive for organizations [24]. From the literature, the airline
industry needs a reliable anti-fraud system that delivers loss
reduction[25] [26]. However, deciding on the best tool that
meets all their needs is limited by decision-making problems.
The second gap indicates that while there are multiple options
for fraud detection and prevention tools, not all solutions are
reliable, which mandates developing a model to assess the
exiting solutions. Hackers often dupe the available fraud
detection systems, outmaneuvering their defense mechanisms
[25] [27] [28]. Even though literature tries to understand the
issue in detail on why it happens, there are inconsistencies in
the payment system that airlines and other e-commerce sectors
cannot solve efficiently[29]. Furthermore, how fraud controls
are designed does not adequately allow them to respond to the
changing landscape of fraud [29] [30]. Therefore, there is a
need to explore further whether these factors if integrated into
the decision-making tool will help the adopted system achieve
higher reliability. Lastly, poor preparedness in decision-making
when dealing with fraud exists. Fraud happens through myriad
routes, making them difficult to predict [26] [31] [32] [33].
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Whenever technology develops, it creates new avenues for
fraud. Most fraudsters use existing technology to surpass and
devise ways to outmaneuver existing protection [26]. This
implies that, in one way or the other, fraudsters are experts who
understand the existing technology, and they use sophisticated
equipment with the ability to surpass the available fraud
prevention software [26]. This means that the airline industry is
never ready to deal with such issues as fraudsters are constantly
changing their methods [26]. Therefore, there is a need for a
system of decision-making pathways that will equip airlines
with the capacity to detect and prevent fraud. A hierarchical
decision model (HDM) is one important tool that the study
employs to solve existing problems in the airline sector. The
HDM outlined by this research allows corporations to assess
their organizational readiness to adopt fraud detection and
prevention techniques. In short, the model assesses how well
organizations are responding to frustrations caused by
fraudulent activity. The purpose of this research is to improve
decision-making efficiency by developing a hierarchical
decision model that fits the e-payment fraud prevention needs
of the airline industry. This research addresses the existing
challenges in selecting a fraud prevention method, and
improves the reliability and efficiency of decision-making
processes by employing a multi-criterion weighing of possible
scenarios to arrive at the best solution. This study consults with
industry professionals on perspectives and factors that are
critical to the functioning of a fraud-prevention solution. The
output is decision-making criteria that balances the weight of
these variables against an organization’s level of readiness and
needs.

IL LITERATURE REVIEW

A. E-Commerce and E-Payment

In a generic e-commerce model, companies offer their
products and services online, and customers visit these
shopping platforms to make purchases [34]. Companies offer
real-time support that allows customers to reach the needed
services, which in turn has increased businesses’ efficiency [8]
[26]. E-commerce is considered an efficient way to reach
customers at a lower cost [35]. A generic model of e-commerce
that has been adopted in the airline sector involves e-commerce,
goods/services, and customers. For example, in the airline
industry, customers can use an online system to pay for flights
at their leisure, and a payment for service is confirmed by
electronic ticketing including a boarding pass, which a
customer can download [18]. In the airline sector, e-commerce
has increased efficiency in service delivery [18]. E-payment
schemes facilitate e-commerce, and the most common e-
payment schemes can be seen in the automated payment cards
(credit or debit), online payment portals, and ATMs. They are
responsible for facilitating online money transfers in real-time
[36]. This implies that much security consideration is needed to
ensure the safety of the operation of e-payment systems [37]
[38]. The transaction is executed with the help of a third party
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or a payment gateway. The online payment scheme involves
customer, merchant, payment gateway, customer financial
institute, and merchant financial institute. At the epicenter of e-
payments is continuous innovation. The use of mobile
payments has become one of the greatest investments. and is a
widely adopted method of payment in the airline industry due
to their convenience and flexibility [39] [25] [31]. E-payments
helped to increase convenience in the airline sector's swift and
remote booking systems as well. However, e-payments have a
myriad of challenges. As with any other sector, airlines are
developing effective methods of responding to these challenges
[40].

B. E-payment Systems and Touchpoints in the Airline
Sector

The airline industry has adopted different types of e-
payment, and has collaborated with payment companies, such
as Mastercard International, to allow their credit and debit cards
to be used. Visa and Mastercard are acceptable cards by almost
any airline [41]. Moreover, M-Payments have also been
introduced due their growth and ease of adoption [42].
However, there is still a long way to go in increasing the
efficiency of mobile payment. Mobile payments account for 8%
of online retail sales and 16% of online visits with a return
customer rate of 23% as of 2011 [42]. The natural development
and acceptance of the electronic payments technologies in
general accompanied by the recent pandemic resulted in mass
adoption of mobile payment leading to mobile payment users
reaching 2.1 billion worldwide [43]. Through mobile payments,
customers can easily reserve their seats with and pay later [44].

Despite these gains, the major challenges with electronic
payments include a lack of proper systems to capture fraudulent
attempts, high costs in completing e-system, and the general
high risk of cyber-attack [45]. The outcome of such challenges
has been the loss of billions, which necessitates the
development of a fraud prevention system [46] [45].
Rudimentary fraud detection has become less feasible [45]. In
the past years, banking and money transactions have expanded
from the traditional methods to more robust approaches [47]. In
most cases, electronic payment systems are expected to
automate the processes and increase payment efficiency [48].

C. Benefits of Software in Payment Systems

E-payment involves the virtual transfer of currency or other
payment mediums from one party to another. Payment methods
have significantly evolved over the years with banks embracing
a wide range of payment methods in response to customer needs
[49]. As indicated in the literature, electronic payments have
several advantages, such as security, accessibility, perceived
convenience, and ease of payment [32]. All these components
make electronic payments an effective replacement for
traditional methods [32]. With recent technological
development, electronic payments have become very common.
Since the world is now operating through online platforms, e-
payments have been linked with the increase in online
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businesses [50]. An advantage of e-payment is the automatic
generation of records [14]. The advantages associated with
online payment systems have increased their adoption into
global systems; however, these advantages cannot be fully
realized without proper e-payment fraud prevention. Adopting
the right software will help the airlines attain many benefits
including increased confidence in the reliability of the payment
as there will be very few cases of fraud reported, the safety of
payment will increase customer confidence, fraud prevention
software will help the organization escape financial losses due
to chargebacks, organizations will be better prepared to respond
to market risks, and safety in online payment comes with good
business relations. The travel industry is a chain of service
providers focused on creating relationships anchored on trust
and reliability.

D. Challenges Facing E-Commerce and E-Payment

The E-payment method adoption has increased payment
processing efficiency [51] . In one way or another, banking
institutions are experiencing a significant increase in efficiency.
For example, the availability of diverse online payment
methods has increased access to financial services. In addition,
the automation of front office operations has facilitated the
improvement of customer service over time [47]. However, e-
payments and e-commerce have experienced many challenges,
including fraud cases [41]. For example, there are reported
cases of online fraud from different e-commerce segments
every day. Where money takes the lead, fraud issues have been
rising, making e-payment transactions challenging. The lack of
a proper protection system is associated with an insufficiently
skilled workforce. Most people in the financial sector have no
knowledge of fraud detection and control [42]. It means that
while e-commerce sectors adopt e-payments they, at the same
time, do not have experts capable of fraud detection and control
[31]. Therefore, the thriving e-commerce segment comes with
the risk of transaction fraud.

There has been an increase in the number of complaints
related to online fraud over the past few years [52]. This rise in
complaints is estimated to increase further in the years to come.
One of the main challenges of e-payments and e-commerce,
according to Kim et al., is the unavailability of a comprehensive
legal framework to address related crimes [52]. For instance,
there are limited procedures for dealing with fraud and its
detection. There has been developmental intervention on legal
frameworks that would help deal with the issues of online
money laundering, but this is in its early stages [52]. In addition,
the universal nature of online fraud makes detection and
prevention challenging. The current options available include
adopting software that can help deal with fraud and hiring
experts to oversee the processes [41].

E. Decision-Making Criteria in E-fraud Prevention

Research institutions and industry participants have allocated
significant resources for developing fraud detection and
prevention systems [2]. For example, Delta Airlines has
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positively incorporated fraud prevention software to deal with
these issues. A challenge in fraud detection and prevention
software development is high costs. For instance, Delta Airlines
has spent over 50 million on developing effective fraud
prevention platforms [53]. Similarly, travel agencies invest
approximately 1.4 billion dollars every year to deal with the
problem of fraud. Due to the limited knowledge of the technical
aspects of fraud prevention software, the efficiency of decision-
making has been generally slow as the management fails to
evaluate available options reliably [26], resulting in an
improper fit.

If the correct fit is achieved, fraud detection software is a
major tool that will be responsible for reducing the financial
costs of adoption[26] [54]. An analytical approach to decision-
making in fraud prevention requires that before the fraud is
detected by the fraud protection process, all possible outcomes
must be evaluated [26]. This analysis can reveal variables that
aid in understanding the problems, and that have the ability to
design a system that can prevent fraud. Despite understanding
the problem, a key limitation is the failure to test all variables
against a common scale when making a decision concerning the
best approach [55]. The key variables that decision-makers
must weigh when selecting the best e-payment method may
involve security issues, effect on organization trust, and internal
and external issues. After the identification of an issue, the
decision-maker must decide about the security issues/threat it
poses as well as how these affect its partners [55] [14] [56].
These parameters are considered alongside the internal and
external business environment. By measuring the proposed
systems’ properties against each other, regarding the
components above, a hierarchical decision-making tool can
rapidly overcome the limitation in knowledge faced by the top
management.

F.  Significance of the Solution in Fraud Prevention

The development of e-payment fraud detection and
prevention software is critical given that fraud instances are
increasing with the increased adoption of technology, and there
is an urgent need to come up with solutions [57]. Finding a
solution must begin with mapping factors that influence sector
fraud [35]. Even though it is hard to predict all origins of fraud,
areas of vulnerabilities and their impact can be identified [10]
[58]. A problem in fraud prevention is the high cost required to
fund software development projects [59]. Developing new
software is costly, and would require vital investment by the
companies. Most companies have lost so much on frauds that
they are unwilling to commit to such development. This occurs
when the software is misaligned to the problem perspectives
[60]. Correct identification of these perspectives is, therefore,
essential. These solutions provide a composite assessment of
factors associated with fraud in the airline sector [61].
Furthermore, expert input provides a framework for
understanding the challenges and developing fitting solutions
[60]. In addition, multi-criterion decision-making allows for
quick response, thus giving existing systems the evolutionary
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potential to evolve in the best way to beat fraudsters through
fast decision-making [60]. The study adds to existing literature
and emphasizes the difficulties with implementing various
online payment schemes. One of the significant factors
contributing to the failure or slow adoption of online payment
is a lack of comprehensive and structured knowledge of the
various perspectives around online payment in the airline
business, including economic and financial, technological,
legal, security, and organizational perspectives. In this model,
we find the most highly rated elements that must be taken into
account during the implementation and adoption procedures.

I1I. METHODOLOGY

A. HDM Model

The HDM is a multi-criteria decision-making tool that was
introduced by Dundar F. Kocaoglu 1981. Implicit in the
structure of decision models is a complex network in which
various degrees of criticality are assigned to the decision
elements. It has the capability to break complex decision
problem such as the fraud detection and prevention problem
into manageable tasks. The model’s objective function
coefficients are the decision variables' weighted contribution.
The probability model can measure the relative chance of
occurrence of various elements [19]. Particularly, by assessing
the history of financial fraud, how it occurs, and its impact on
the financial system, a criterion can be developed with
attributes and parameters that measure the impact of
interrelated actions and result when the emerging model is
applied [19]. The role of a decision-making process is to solve
strategic (S), tactical (T), and operation (O) solutions to existing
organizational problems [62]. A decision process is
multilayered and hierarchical in structure. Financial fraud in
airline ticketing presents a cost problem to the airline industry
[63]. Thus, deploying a decision model that would fix the
problem demands understanding the associated risks.
Currently, the airline industry ticketing framework is exposed
to fraudulent financial activities that are common to all payment
systems that relies on technology to communicate.
Understanding the origin of fraud is pertinent to fraud detection
and prevention [16]. Fraud needs to be detected and predicted
before it occurs. The HDM model perspectives are significant
in undertaking a decision framework [64].The given
perspectives originate from different literature on fraud
detection and prevention in e-payment systems in the airline
industry.

After determining the impact of individual variables relative
to the objective function of the HDM model, the overall
importance of the decision paths can be obtained by multiplying
their importance with desirability. The following mathematical
equation is often used [65] [66] [67] [68].

N
AF Score = Z ) Z;ZZI(Srﬁ’;n)(D.]n)
n=
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Where AF = variables with possible impact on the outcome

(D,Jn) =

5

(HDM) to identify and assess the key perspectives to fraud
prevention tool selection choices. An HDM approach is

desirability value of performance measures relative to jn ntroduced to identify fraud prevention tool decision factors.

AF quccess attribute with respect to the n' perspective.
(S4%,) = the relative value of the jn*' success measure
relative to the n" variable, and in relation to factors affecting
the project.

B. Desirability Curves

Experts quantified the model parameters and assessed the
desirability metrics to be consistent [20] [66] [67] [69]. Experts
should consider how the model parameters can be used to assess
the efficacy of the framework, and the various metrics will
clarify the importance of these factors to the decision process.
Desirability curves typically quantify the degree to which a
factor is desirable by highlighting its relative importance [70]
[71]1[72][73]. Experts assign a point between 0 and 100 to each
category based on the expert's assessment of importance. Using
the desirability curves, an evaluator can determine the
usefulness and applicability of individual factors. The appendix
shows the desirability curves for the factors. The benefit of
desirability curves is that the model results in the flexibility
needed to perform beyond the capabilities of other methods.
The formula is presented below to calculate the readiness score
for the solution’s adoption [23] [74] [75] [76]:

E{a) =Xp=1 Loy PiCcdlmycp)
Let:
I: Available solutions.
C: Available selection criteria.
P: Available perspectives.
E (ai) = solution’s readiness score with regard to alternative i.
Py: perspective p weight to the decision objective.

fori=1,..., |

C?: The relative impact a of criterion c in relation to
perspective p and the decision objective.

d(mi,cp): performance metric desirability rating of alternative
(i) under ¢t criterion within perspective (p™).

1V. MODEL DEVELOPMENT AND RESULTS

This paper proposes a hierarchical decision-making model

The model will be fully validated with the assessment of
panelists' responses, then iteratively redesigned for a process
evaluation. Network diagrams will illustrate the relationships
between decision factors under each of the core perspectives
shown in the table below. A total of 43 subject matter experts
in the e-payment fraud detection and prevention in the airlines
industry are distributed across 12 expert panels based on their
expertise with respect to the topic under investigation for the
validation and quantification of the model constructs.

A) Model Validation

Experts were invited to take part in the study. Their role was
to validate if the framework is appropriate for the assessment of
the fraud detection and prevention in the airline industry. The
objective of the validation phase is to ensure that the model is
as close to reality as possible, and can be used as an assessment
tool for e-payment fraud detection and prevention capabilities
in the airlines industry based on the inputs from the experts in
the topic. Each model element is considered when two-thirds of
the experts approve it. If an element is not proved by two-thirds
of the experts, then it is removed. Without loss of generality,
elements of the second level of the model are substantiated by
an indifferent rating. Qualtrics surveys were used to gather data
on and in with interviews on observations of experts, collecting
participants’ judgments of variables, underlying science, and
concepts as well as behavioral patterns that affect the selection
of the best fraud prevention tool. A total of 37 experts were
distributed across 6 panels to complete the validation phase.
Expert feedback necessitates some changes to the model’s
factors. From economic and financial perspectives, the expert
recommended the addition of the cost of “financial risk and
uncertainty” as a factor. From a technology perspective, the
respondents opted for the addition of “scalability” and
“capability” to the model. From a legal perspective, the
respondents recommended “governance” as a factor. Under
security, the  respondents recommended  “security
infrastructure” and “data protection” as additional factors.
Under organization perfectives, the respondents recommended
“reporting” as an additional influential factor. The tables below
show the validated model element.

TABLE 1: PERSPECTIVES

Perspective

Definition

References

Economic & Financial Lo
unsuccessful applications of software.

This is the cost of fraud prevention systems, and the legal or financial perspective of the loss from

[5] [10] [45]
[61][58]

Technological

This is to what extent the solution will fit in within the multiple technical perspectives. For example, whether
a communication protocol would serve a good use under the current circumstances.

[61][77][78]

Legal

collects their personal information.

The regulatory and legal perspective provides important details for operations executives and managers to
understand in the airline sector in order to successfully implement their fraud prevention systems. It helps to
know which laws and regulations a company will need to comply with as it interacts with customers or

[58][79]
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The developed solution provides a high level of security through advanced encryption technologies, allowing [19]1[78][80]
Security for access to files with the advanced level of security throughout the process eliminating the risk of security [81]
breaches.
Corporate culture can be a very important aspect of any successful organizations, but it can negatively impact | [82] [78] [83]
Organizational adoption of a new technology. Organizations must ensure that to avoid technical misfit which leads to poor

adoption of the fraud prevention technology.

1) Economic & Financial Perspective

This is the cost of fraud prevention systems, and the legal or

of software.

financial perspective of the loss from unsuccessful applications

TABLE 2: ECONOMIC & FINANCIAL PERSPECTIVE

Criteria

Definition

References

Economic & Financial perspective

Financial Instability

Unpredictability in patterns of fraudulent activities is costly to an organization if the solution adopted cannot
respond in time to these risks. Financial stability is the summation of cost of updates, and the prevention of
losses that would otherwise have occurred through various means including chargeback over time.

[84] [85][86]
[87]88]

Financial output

Fraud results into significant losses in an airline. This factor measures the cost advantages that an airline
enjoys by selecting a particular fraud prevention tool over another, including operation costs. Financial output
of a solution is the gain that comes from failed fraud attempts. It is the retention of revenues that would
otherwise been lost to fraud.

[79] [871[88]
(89]

Economic investment

The initial installation of a fraud prevention solution including buying, and installation costs, the cost of
investment should be within the organization financial capability.

[79] [88] [89]

Economic efficiency

The ability of the solution to be distributed or allocated to in the most valuable economic uses and waste is
eliminated or minimized.

(791 [88] [89]
[90]

Cost

This is a factor that measures the cost of operations including human resource training, power, and effect of
the organization’s financial bottom-line.

[32][91][92]
[93]

Financial risk and
uncertainty

This is a measure of the capabilities of an airline company to measure risks and financial costs associated with
a selected solution. Such costs include the network, transactional, scalability, and maintenance among others.

[32] [91][92]
[93]

2) Technological Perspectives

To what extent the solution will fit in within the multiple
technical perspectives. For example, whether a communication

protocol would
circumstances.

TABLE 3: TECHNOLOGICAL PERSPECTIVE

serve a good use under the current

Criteria

Definition

References

Technological perspective

Infrastructure and
platform features

Fraud is a constantly evolving problem, and the technological solutions available to airlines must have the
capacity to evolve with the environment. This factor measures the rate and degree of advancement in the
technology.

[31[61][94]

The staff’s technical capacity to operate a technological solution successfully or the ability to interact easily

[31[61] [95]

Ease of use and effortlessly with a technological solution, including the accompanying concepts. [77] [85] [96]
. Describes systems and software applications that are diversified and allows for communication, data
Interoperability . . .
exchange, and analysis to ensure proper system functionality. [83]1[96]
Impact on productivity | The ability of the system-based application to enhance the job performance and service provided [61] [95]

Capability

The technological and functional capability of the preferred solution to detect fraud, trigger alarm and respond
to intrusion attempts. The system should also have reporting capabilities

[10][95] [77]
[85][96][97]
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Scalability

Fraud is an expanding problem, the solution selected by an organization should be easily scalable to the
prevailing organizational conditions

[10][78][97]

3) Legal Perspectives

The regulatory and legal perspective provides important
details for operations executives and managers to understand in
the airline sector in order to understand and implement their

TABLE 4: LEGAL PERSPECTIVE

fraud prevention systems. It helps to know which laws and
regulations a company will need to comply with as it interacts
with customers or collects their personal information.

regard to quality and usability standards.

Criteria Definition References
Legal perspective
Within the legal frameworks, there are differences between applicable laws in different countries provide. The | [98] [99]
Legal uncertainty airlines have to follow legal provisions of many different countries which makes the legal landscape a [100]
complicated problem. The solution implemented need to conform to legal provisions in these destinations.
Fraud prevention solutions deal with personal data and are expected to comply with requirements spelled out [101] [98]
Legal compliance in legal guidelines concerning data usage. The factor measures conformity to the legal requirements with [99] [100]

Legal incentives

This factor measures the available incentives that would help in dealing with payment problems in the airlines
industry. The incentives start from being lower level to higher levels. They are needed to promote the different
elements available.

[82] [95] [98]
[100]

use. Governance described the established rules that control system access privileges

Legal frameworks should be approved to make it appropriate and available in the airlines industry. Without [95]1[99]
Legal approval approval by the relevant authority, its usage can be drawn into question of legality in its application to prevent | [100]
fraud. Approval ensures that the solution is confirmed to be safe for use.
Governance For any information technology system, there is a need for a system of IT governance to control its access and | [77] [96]

4) Security Perspectives

The developed solution provides a high level of security

through advanced encryption technologies, allowing for access due to the risk of security breaches.
to files with the advanced level of security throughout the

TABLE 5: SECURITY PERSPECTIVE

process. Such specificities are very important to payment data,

It will engage different issues with the right elements that would be made.

Criteria Definition References
Security perspective
Security architecture is the ability of software within the organization to detect any form of fraud. Adequacy [91] [92]
Security infrastructure | guarantees security and the options available helps in engaging the entire processes with the right alternatives. | [102]

Security design

The design should reflect suitable security elements that is mandatory and in line with the most current
technology. Since technology changes fast, the design should be adaptive to new technological requirements.

[32][67][92]
[99] [103]
[104] [105]

Security personnel

The company’s personnel are responsible for using and maintaining the system in the best form to prevent
fraud. It measures the security personnel level of skills to implement and ensure optimal operations of the
fraud prevention security solution.

[91] [92] [93]
[103]

Data protection

The system should be supported with an advanced-level data encryption and access feature. These lines of
defenses are to avoid security breaches. The access control is determined by the sensitivity of data to
unauthorized access

[22] [47] [96]
[106] [107]

Security governance

At the data access level, security governance concerns the authorization and authentication procedures in
place

[22] [47] [96]
[106]
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5) Organizational Perspectives
Corporate culture can be a very important aspect of any
successful organizations, but it can negatively impact adoption
of a new technology. Organizations must ensure the technology

is a good fit, as technical misfit leads to poor adoption of the
fraud prevention technology.

TABLE 6: ORGANIZATIONAL PERSPECTIVE

Criteria Definition References
Organizational Perspective
Manaeement Management support is vital in fraud detection and prevention in the airlines industry. The management [10] [47]
S i should work with other departments in determining the best course of action and must be brought on board to [106]
uppo ensure the success of the proposed system.
Organizational This factor measures the level of preparedness and readiness of an organization to deal with fraud. The [10] [47]
readiness available fraud detection software will be responsible in undertaking the processes. [106]
Training and skills Training is essential to develop a pool of experts who will be able to maintain the fraud prevention solution. [47] [61]
& The level of personnel training to work with the security architecture should be considered. [106]
o Organizations are driven by mission and vision, which then shapes the organization strategy. The strategy is [10] [61]
Organizational . oo . . . .
an aspect that helps in designing a pathway for problem solving. The selected solution should be aligned with
strategy s . N
the organization processes and the operational framework of the organization.
Reporting capabilitics The technological system should be able to develop real-reporting o security events within the system. %18]6][47] [83]

B) Quantification Results

The hierarchy model in decision-making for the HDM
involves expressions of judgement on the impact of factors on
a given outcome [66] [67] [82] [108] [109]. Experts in this
phase go through a set of pairwise comparisons evaluating the
perspectives of the decision to be made. The measure of this
procedure depends on the number of perspectives that experts
will need to clear quantify. Given that five perspectives will
require straight comparisons, the number of pairwise
comparisons will be constrained to 10 [20] [99]. Quantifying
perspectives and factors, and valuing both global and local
weights is necessary for any degree of clarity in decision-
making [74] [79]. We want to ask experts about the degree to
which bracketing, Pareto ranking, data fusion, priorities, criteria
for selection, policy-based metrics, and assessment of pairs of
different criteria and variables impact decision making [74].
The goal of the experiment is to define what approaches and

recommendations suit a fraud prevention tool selection process
the best. Experts were distributed across 6 panels to quantify
the model elements ranging from 11 to 13 experts per expert
panel.
1) Model Weights

The quantitative section presents the results of the
perspectives’ and the factors’ contributions to the research
objective. These results show that the economic and financial,
and the Security perspectives have the most impact on decision-
making. By weight to the model, the Data Protection factor is
the strongest (9.5%), followed by the cost factor (8.7%), and
then infrastructure and platform features (7.8%).

2) Final Model Weights
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Figure 1: Final model weights

V. CASE STUDIES

Our research team has identified and matched a model that is
a performance metric of fraud prevention in the airline industry.
The model is valuable to businesses through its quantitative
results regarding the conditions that are favorable in designing
their fraud prevention strategies. Testing the model with a real
organization allows for the evaluation of the model's real-world
significance and improves it based on the results. For this
research, two cases have been selected, which are the Saudia
Airlines and Swiss International Airlines.

A. Case 1: Saudia Airlines

King Abdulaziz International Airport in Jeddah is the
primary operating base for Saudia Airlines. Riyadh King Khalid
International Airport and Dammam King Fahd International
Airport are secondary hubs. Saudia Airlines, a Saudi company
based in Jeddah, has four primary objectives: supplying quality
and competitive services, focusing on customer satisfaction,
technological improvements, and sophisticated payment
processing. Saudia Airlines is at the forefront of technical
advancements, with sophisticated payment processing
capabilities. To stay abreast of technological advances and new
technologies that may have a positive impact on their services,
Saudia Airlines tracks, studies, and monitors them. To allow the
case study to be developed, an interview was conducted with
executives of Saudia Airlines, who have both academic and
professional IT experience. Saudia Airlines has partnered with
online payment gateways to establish new technology

cooperation, drive innovation, and develop a fraud-resistant
payment system. The goal of the initiative is to develop a
solution to the problem. The airline seeks to develop startup-led
items, services, and tools to address credit card fraud.

B. Case 2: Swiss International Airlines

Swiss International Airlines is among the airline companies
that are recognized nationally and internationally for its state-
of-the-art services, and that strives to implement the most
rigorous safety and care for consumer data. The airline is
working towards reducing the risk of payment fraud. It has built
a strong technology infrastructure over the past several years to
deliver top-quality services. It has been recognized as one of the
most technologically sophisticated companies in the industry
thanks to its IT solutions. Among the IT solutions are
authentication procedures, for example. It also keeps track of
new technologies as they emerge through several initiatives.
While the organization is advancing in the use of technology to
reduce operational costs, it has been cautious in the process
resulting in an often-calculated approach to the market.
Regardless of the speed of the adoption, the company is among
the first adopters of the online payment system.

C. Rationale Behind the Case Studies

Using a robust research design to study real-world
applications is important in ensuring the research's accuracy. It
is necessary to test whether or not a research design works in
the real world. These cases provide a deeper understanding of
how airlines might perform in a developed readiness model.
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Fraud prevention might be applied to these two cases, each of
which comes from a distinct system, and that plays a distinct
role in frontline payment fraud prevention. The solution might
be used to enhance the two organizations' payment systems in
addition to management and interoperability challenges. The
model will be used to assess whether it reacts in line with the
nature of these two cases. These two organizations have shown
their cooperation and interest in exploring criterial factors and
applying the model in examining their decision criteria.

D. Case Study Analysis
This research used the HDM model developed in the
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previous sections to determine the overall readiness scores for
the two case studies introduced in the previous section. The
experts from each case study were asked to provide values for
each factor based on their knowledge. The interviews were
conducted to obtain these values. The mathematical algorithms
discussed previously were used to compute the overall
readiness scores. Scenario analysis will then be used to
determine how sensitive the model is, and how it will impact
each case across various scenarios. The importance of the
model is assisting decision-makers in the selection of the best
solution to adopt.

1) Readiness Scores

TABLE 7: CASES OF SAUDIA AIRLINES & SWISS INTERNATIONAL AIRLINES

T Value Factor Gl?bal Case 1 Case 1 Case 1 Case 1
Weights VS FS VS FS
Financial Instability 1.7% 80 1.34 84 141
Financial Output 6.4% 90 5.80 90 5.80
Economic & Economic Investment 5.3% 71 3.78 68 3.62
Financial 028 Economic Efficiency 3.6% 70 2.55 100 3.64
Cost 8.7% 70 6.08 80 6.94
Financial Risk and Uncertainty 2.5% 90 2.27 54 1.36
Infrastructure & Platform Features 7.8% 95 7.41 77 6.01
Ease of Use 5.5% 75 4.10 70 3.82
Technological 0.26 Interoperability 52% 75 3.90 83 432
Impact on Productivity 2.3% 75 1.76 100 2.34
Capability 2.9% 95 2.72 80 2.29
Scalability 2.6% 75 1.95 72 1.87
Legal Uncertainty 2.3% 75 1.73 78 1.80
Legal Compliance 2.0% 95 1.88 100 1.98
Legal 0.11 Legal Incentives 1.3% 50 0.66 68 0.90
Legal Approval 3.4% 50 1.71 100 3.41
Governance 1.9% 85 1.59 82 1.53
Security Infrastructure 5.6% 90 5.04 93 5.21
Security Design 3.4% 90 3.02 70 235
Security 0.28 Security Personnel 3.1% 90 2.77 72 2.22
Data Protection 9.5% 100 9.52 100 9.52
Security Governance 6.4% 80 5.15 59 3.80
Management Support 0.8% 80 0.62 66 0.51
Organizational Readiness 1.9% 90 1.70 58 1.10
Organizational 0.07 Training and Skills 1.8% 100 1.75 70 1.23
Organizational Strategy 1.1% 70 0.74 64 0.67
Reporting Capabilities 1.6% 90 1.45 53 0.85
82.96 80.49

2) Strengths and Weaknesses

The cases scored highly in several areas of readiness and
capability when adopting a new fraud prevention solution, but
there are many ways to improve the adoption. For Case 1,
Saudia Airlines, the needed infrastructure exists in the
company. It also has the technological capacity to install
innovative fraud prevention programs, and the company sees
fraud prevention solutions as a matter of compliance. The
organization sees that the need to guarantee data protection is a
priority, and it also has people trained and skilled personnel
equipped for these roles. However, the case has some areas of
weaknesses. The economics of fraud prevention is weak,
installing new fraud prevention will come at an extra cost, it has
little legal incentive to install a new system, and the new system
does not add significant value by a legal approval, and

currently, new fraud prevention is not a key part of organization
strategy. For Case 2; Swiss International Airlines, the strengths
include the expectation to improve the general efficiency of its
financial system, to enjoy the advantage of efficient fraud
detection, and meet data management, and security compliance.
The solution is also legal, and not in violation of the laws.
However, the organization must put more emphasis on the need
to reduce financial risk and uncertainty through planning, and
by developing a governance structure that dictates the access
and the use of their resources, by creating and becoming more
prepared for smooth operations of the software, and by making
use of the system reporting capabilities to improve service
delivery. This comparison yields a better understanding of how
organizations respond to adoption factors and how airlines of a
similar nature are likely to score similarly.
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The level of technological readiness in both cases points to
areas of commonalities in strengths. There is commonness in
the need for infrastructure to support the development as well
as the expectation of the advantage of efficiency in fraud
detection software leading to improvement in productivity.
There are also commonalities in compliance with the
requirements in data management, and security as a priority.
Even with the input of the software, the companies are
concerned about real gains in the direction of the economics of
new fraud prevention is weak and certainty of fraud reduction
through planning. In addition, organizations are concerned with
the quality of reporting capabilities.

11

3) Suggested Enhancements

Fraud prevention has become a priority for e-commerce
businesses to avoid loss. Fraud can be defined as deceptive
activities aimed at personal gains [51]. The increased use of
electronic payments in the airline industry has made fraud
detection and prevention software increasingly ineffective
[110]. Fraudsters alter their tactics as security mechanisms
change in these electronic payment systems, making them less
protected. According to the 2012-2018 Gergo Report, online
payments and e-commerce fraud increased by 40% [16], and
credit card payments fraud increased by 16% [111]. Borrowing
from the scenario analysis, the following are the suggested
improvements to the cases.

TABLE 8: SUGGESTED IMPROVEMENTS FOR BOTH CASES

New New
vC New vC New
Perspective Factor cs1 CS1 Action cs2 CS2 Action
Score Score
Score Score
Financial Instability 100 1.68 Orgqnl;atlon peeds more 100 1.68 Orgamz.atlon peeds more financial
financial incentives to invest incentives to invest
Financial Output 90 5.80 No Action 90 5.80 No Action
. Economic Investment 71 3.78 No Action 90 4.79 More budgetar){ allocatlgn to fraud
Economic & prevention solution
Financial Economic Efficiency | 90 | 3.8 Consideration to economic 100 | 3.64 No Action
benefits
Cost 70 6.08 No Action 90 7.81 Cost reduction at installation
Financial R}sk and 920 297 No Action 90 297 Reductlgn of financial rlsk.and
Uncertainty uncertainty through planning
Infrastructure & 95 7.41 No Action 95 7.41 Infrastructural allocations
Platform Features
. The technology should be easily
Ease of Use 75 4.10 No Action 90 491 usable by the staff
) - . The system should be operable
Technological Interoperability 75 3.90 No Action 90 4.68 across multiple platforms
Impact on Productivity 75 1.76 No Action 100 2.34 No Action
Capability 95 2.72 No Action 80 2.29 No Action
- Technology solution adopted Technology solution adopted should
Scalability %0 2.34 should be highly scalable 20 2.34 be highly scalable
Legal Uncertainty 100 2.31 Mapping legal uncertainty 100 2.31 Mapping legal uncertainty
Legal Compliance 95 188 | Legalcomplianceasaservice | o, | gg No Action
standard
There should be incentives . .
Legal Incentives 90 1.19 attached to technology 100 1.32 There should be incentives attached
Legal to technology development
development
Legal Approval 90 307 | Technology adopted shouldbe |50 | 3 4 No Action
legally sound
Governance 90 1.68 Technology governance is 100 1.87 Technology governance is needed
needed for smooth operations for smooth operations
Security Infrastructure 90 5.04 No Action 93 5.21 No Action
Security Design 90 3.02 No Action 70 2.35 No Action
Security Security Personnel 90 2.77 No Action 72 222 Personnel training is critical
Data Protection 100 9.52 No Action 100 9.52 No Action
Security Governance 80 5.15 No Action 90 5.80 Need security governance
Management Support 100 077 More management support is 100 077 More management support is
needed needed
Oreanizational Organizational preparedness is a
ganiz 90 1.70 No Action 90 1.70 question of necessity for smooth
Readiness -
operations of the software
Organizational Training and Skills 100 1.75 No Action 100 1.75 Need for personal training
o Fraud prevention solution . .
Organizational 90 095 should be part of organization 90 095 Fraud preventlon. SOl}lthn should be
Strategy part of organization strategy
strategy
Reporting Capabilities 100 1.61 Put more empha'51's' on reporting 100 1.61 Put more empha'51's' on reporting
capabilities capabilities
Improvement Scores 87.51 92.72
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VL DISCUSSION

Online fraud is a major problem that requires the adoption of
preventative solutions. Most present initiatives to combat
online fraud require improvements to be effective. Online fraud
prevention is a new technology, and present models are
insecure, difficult to maintain, understudied, and have not been
validated in mission-critical applications. Online fraud
prevention is changing and being implemented more quickly
than ever before. As a result, efforts to curb online fraud have
shown to be ineffective for corporations. In addition to the
technology itself, airlines confront a slew of significant hurdles
in the face of an upsurge in online fraud. Several online fraud
protection programs have been shut down or scaled back in
terms of goals and timelines, according to recent reports. A
literature review was conducted to identify and evaluate current
sources of information on the evaluation of existing payment
fraud solutions used in the airline industry. The influence of
each decision standpoint was considered. Digital payment
protection technology has grown in popularity in recent years.
As aresult, most airlines utilize payment management platform
technologies that enable faster and more reliable transfers, but
they are vulnerable to abuse. Nonetheless, there is a scarcity of
research that regularly and carefully evaluates the factors
influencing digital payment fraud prevention solution adoption
in the airline industry. This research looks into five
perspectives: economic and financial, technical, legal, security,
and organizational.

A. Financial and Economic Perspective

Six criteria, according to experts, are crucial and can be used
in selecting the best fraud prevention solution with respect to
economic and financial perspectives. The following factors
were used in the model: financial instability, financial output,
economic investment, economic efficiency, cost and financial
risk and certainty with each having local weights of 6%, 23%,
19%, 13% and 31% respectively. Thus, cost was the most
important factor from a financial and economic perspective, and
is trailed by financial output, economic investment, financial
risk and uncertainty, and financial instability. To be effective,
airlines must commit to building and sponsoring online fraud
prevention activities. Payment organizations must be
committed to preventing online fraud at reasonable costs.

Online fraud protection is still in its infancy in terms of
maturity and depth. Cases of real-world applications are rapidly
rising, and estimating the cost is challenging. Payment
institutions should be ready to address uncertainties and plan
for the numerous expenses connected with using the
technology, such as the extension of their fraudulent financial
transaction protection network, service charges, administration,
and scalability.

Airlines that  invest in  fraud  prevention  must
assess the return-on-investment metrics before implementing
online fraud protection technologies. Companies may fail to
recognize the positive return on investment provided by online
fraud protection. Some suggestions for lowering the cost of
fraud detection and prevention include automating human
contact verification, minimizing costly mistakes, eliminating
unneeded middlemen, decreasing record duplication, and
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shortening the time and effort required for data collection.
Using verification methodologies and measures, payment
organizations should undertake a cost analysis to determine the
financial gains from a solution. The six factors have been
proved to be important in adoption. Airlines must understand
their financial situation and manage it accordingly to achieve
successful adoption.

B. Technological Perspective

Six factors were identified as important by experts and
quantified from a technological perspective. These included the
infrastructure and platform features, ease of
use, interoperability, impact on productivity, capability and
scalability. The quantification of technological aspects reveals
that infrastructure and platform features (30%) and ease of use
(21%) are the most important considerations. These are trailed
by interoperability 20%, capability 11%, scalability 10%, and
impact on productivity 9%. Airlines must be aware of
technological requirements as well as their applications to fraud
prevention.

Incompatible  technological applications impede data
interchange. The majority of fraud protection suppliers do not
develop suitable software. An effective system must be
operable to standardize with the prevailing needs of the
organization, technology suppliers, and changes in the fraud
landscape. This research analyzes the organizational readiness
of corporations to keep up with evolving fraud tactics. One of
the most serious difficulties is the incapability of the fraud
prevention solution to meet operational needs. To standardize
online fraud protection, authorities, developers, and digital
payment services must work together. A payment institution
must have a defined plan in place for the management of data
related to the online fraud prevention system.

C. Legal Perspective

Five variables have been identified by experts as critical in the
regulatory and legal industry. These include: legal
uncertainty, legal compliance, legal incentives, legal approval
and governance. Legal approval is the most essential aspect,
according to the quantification results, with a relative relevance
of 31%. This is followed by legal uncertainty and compliance
as the second and third most significant concerns, with 21% and
18% relevance, respectively. Governance and legal incentives
are also important aspects in legal perspectives with a weight of
17% and 12% respectively. Approval of the method used by an
organization in relevance to the current rules and regulations is
a key factor in the spread and application of technology.
Approval is also related to the capacity of online fraud
prevention technologies to comply with payment legislation
and legal norms that safeguard the use of personal information
such as data sharing, system privacy, and security.

Furthermore, the technology's adaptability to changing rules
and regulations is critical. Online fraud protection technology
is new and as a result, rules governing the technology remain
ambiguous. Payment organizations must collaborate in fraud
prevention networks. If incentives were offered to early
adopters, organizations would be motivated to implement
online fraud detection and prevention and data sharing.
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D. Security Perspective

From the security perspective, five crucial characteristics
have been confirmed and measured by experts. These variables
are security infrastructure, security ~ design, security
personnel, data protection and security governance. Data
protection is seen as the most important of the five components,
with a weight of 34%. This is followed by governance, security
infrastructure, security design and security personnel at 23%,
20%, 12% and 11% respectively. With a relative value of 8%,
security personnel are viewed as the least significant
component.

Because the industry is still in its early stages, payment
institutions must spend heavily on expertise and education.
There are a dearth of acceptable skill sets in the market, causing
a lack of adequate experience and knowledge to build online
fraud protection. This issue has not yet been successfully
addressed by the digital fraud prevention ecosystem [58]. As a
result, the growth of digital fraud protection expertise is
increasing. Airlines must stay current on the development of
online fraud protection technology and hire the appropriate
professionals (workers) to run online detection and prevention
projects.

Several parties, notably payment organizations at all levels,
should recognize the potential of digital detection and
prevention technology to interrupt the credit system and solve
several of the present payment difficulties. It is the instructional
character of digital fraud detection and prevention adoption that
makes it challenging, not its technological complexities. As a
result, the importance of online fraud protection is
underappreciated. It is not as simple as just doing it. Aside from
educational challenges, there are unrealized potential benefits.
It is tough to persuade businesses to join an online fraud
protection network [86]. Market players must work together to
build widely used online fraud protection technology and foster
an atmosphere of shared value.

E. Organization Perspective

Experts identified five aspects that are critical and may be
quantified in developing the model. These
include: management support, organizational
readiness, training  and  skills, organizational  strategy
and reporting capabilities with relative weights of 11%, 27%,
25%, 15% and 23% respectively. Organization-level
preparedness is required for the successful integration of fraud
protection systems. At the organizational level, there is a need
for understanding and awareness of the impact of the system.

Understanding the function of digital payment fraud detection
and prevention innovation adoption is crucial to achieving
a higher-level strategic objective. It is vital to recognize that
online fraud protection should help improve payment, promote
payment participation, raise efficiency and reduce the
operational cost, improve service delivery and results in a better
functioning system. While the deployment of online fraud
protection should be aligned with the payment organization's IT
strategy, there is a need for airlines to identify the skills and
training necessary to undertake and sustain the change.

F. Insights from the Case Studies

The model developed in this study was implemented in a case
study scenario to assess the decision-making process at Saudia
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Airlines and Swiss International Airlines. The use of case
studies gives some intriguing insights into fraud prevention
technology. The model measured how the perspectives and
factors affect the outcomes, as well as how the features and
interactions with the organization impact system acceptability.
The use of the case with the same model gives a clear image of
the decision-making criteria fora digital payment fraud
prevention solution.

With respect to the Case 1, Saudia Airlines, for the
technological perspective, it had a higher rating for
infrastructure and platform features because the needed
infrastructure exists in the company. Similarly, the organization
has the technological capacity to install innovative fraud
prevention programs. From a legal perspective, legal
compliance had a higher score indicating that fraud prevention
solution is a matter of compliance. With respect to the security
perspective, the organization values data protection factors. It
recognizes the need to guarantee data protection. In the
organizational perspective, Saudia Airlines values training and
skills as it has trained and skilled personnel. Saudia Airlines
also has some weaknesses. The economics of fraud prevention
is weak, installing new fraud prevention will come at an extra
cost, it has little legal incentive to install a new system, the new
system does not add significant value by legal approval, and
currently, new fraud prevention is not a key part of organization
strategy.

Regarding Case 2, Swiss International Airlines, the strengths
include the organization's expectations to increase its financial
output by installing a new fraud prevention system, to benefit
from the added capability of better fraud prevention is seen as
an advantage and the that the organization is ripe for innovation.
Swiss International Airlines’ areas of improvement include the
perception that the change is expected to have little impact on
productivity, little legal incentive to install a new system, and
the new solution is not part of the legal governance of the
company.

VIL CONCLUSION AND CONTRIBUTIONS

Fraud prevention and detection are critical for reducing
financial losses. Fraud prevention is an important research
direction for companies operating online. In this study, the
loss associated with fraud in e-commerce is measured. This
study investigates decision-making preferences in the
prevention of e-payment frauds within the airline industry.
This study uses expert judgment to value the weights of
perspectives and factors that influence the suitability of
payment fraud protection solutions applicable to the airline
industry. The results of this study show that the economic and
financial, and security perspectives have the most impact on
decision-making. Furthermore, among the evaluated factors,
the cost, infrastructure and platform feature, legal approval,
and data protection are the most important factors. Airlines
can use the developed framework to examine whether they
are ready to adopt online fraud prevention technologies to
increase their success rate. To measure payment
organizations' readiness for digital payment fraud
protection technologies, a scoring methodology was
developed in this research.
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This research offers advice to airlines on decision-making
criteria when selecting afraud prevention tool. These
suggestions are grouped into two groups. The first set is
derived from criteria weights on factors critical to the
selected solution based on expert judgement. The second set
is derived from the case study of Saudia Airlines and Swiss
International ~ Airlines. Experts ascribed weights to
factors identified to have a critical impact on the decision
process. The deployment of online fraud protection should be
optimized for each significant component. Based on the
factors’ weights with respect to payment fraud
protection technologies in the airlines industry, the
recommendations include that airlines should allocated more
financial resources to invest in such solutions, technology
solution adopted should be highly scalable, mapping legal
uncertainty, technology adopted should be legally sound,
technology governance is needed for smooth operations,
more management support is needed, and fraud prevention
solution should be part of organization strategy. Furthermore,
another set of recommendations based on the evaluation of
the cases’ scores on the desirability curves are highlighted.
These recommendations involve more budgetary allocation
to fraud prevention solution, cost reduction at installation,
reduction of financial risk and uncertainty through planning,
infrastructural allocations, the technology should be easily
usable by the staff, the system should be operable across
multiple platforms, technology governance is needed for
smooth operations, development of security infrastructure,
and personnel training is critical.

Finally, this research contributes to knowledge on
technology management, particularly on the assessment of
the evolving technology such as the online payment
technology in airline fraud using strong and holistic decision-
making models such as the HDM. The key aim of this study
is to increase information regarding how airlines assess,
implement, and adopt online payment technology for the
management of airline fraud. The scoring model is effective
in lowering the failure rate of online payment system
acceptance because it gives early signs for elements and
perspectives that require improvement before and during
deployment. The suggested framework is probably the first to
provide a complete analysis of fraud prevention systems that
encompasses the key aspects that influence this technology's
adoption and examines its implications in the aviation sector.
There is a lack of a comprehensive framework of evaluation,
thus this research expands on studies of the elements and
viewpoints in assessing technology adoption. In practice, this
research allows airline organizations to have a better
understanding of online payment technology including the
progress in the adoption process, the challenges, and the
target for the adoption. The model is applicable at different
stages of the adoption process. It can be used at the start and
during the implementation process. Besides, it can gauge the
organization’s ability to proceed with the adoption process.
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