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1 | INTRODUCTION

| John M. Acken®

Abstract

The protection of communications between Internet of Things (IoT) devices is of great
concern because the information exchanged contains vital sensitive data. Malicious agents
seek to exploit those data to extract secret information about the owners or the system.
Power side channel attacks are of great concern on these devices because their power
consumption unintentionally leaks information correlatable to the device's secret data.
Several studies have demonstrated the effectiveness of authenticated encryption with
advanced data, in protecting communications with these devices. A comprehensive
evaluation of the seven (out of 10) algorithm finalists of the National Institute of
Standards and Technology (NIST) IoT lightweight cipher competition that do not
integrate built-in countermeasures is proposed. The study shows that, nonetheless, they
still present some residual vulnerabilities to power side channel attacks (SCA). For five
ciphers, an attack methodology as well as the leakage function needed to perform cor-
relation power analysis (CPA) is proposed. The authors assert that Ascon, Sparkle, and
PHOTON-Beetle security vulnerability can generally be assessed with the security as-
sumptions “Chosen ciphertext attack and leakage in encryption only, with nonce-misuse
resilience adversary (CCAmL1)” and “Chosen ciphertext attack and leakage in encryption
only with nonce-respecting adversary (CCALL)”, respectively. However, the security
vulnerability of GIFT-COFB, Grain, Romulus, and TinyJambu can be evaluated more
straightforwardly with publicly available leakage models and solvers. They can also be
assessed simply by increasing the number of traces collected to launch the attack.

KEYWORDS
cryptography, internet of things, leakage currents, power consumption, security of data, telecommunication
security

secret information from the device. Although power SCAs
have been extensively studied, they have been applied mainly to

Due to the exponential rise of communication networks
implemented on small Internet of Things (IoT) devices, there
has been an urgent need to secure these networks to protect
both consumers' and cloud service providers' ptivate infor-
mation. With the implementation of cryptographic algorithms,
the need arises to protect them against malicious attacks. Po-
wer side channel attacks (SCAs) are of great concern on IoT
devices. This is stemming from the fact that malicious agents
can implement power measurements and run cryptanalysis
algorithms such as differential power analysis (DPA) to extract

the advanced encryption standard (AES) for regular full power
applications. The AES is not suited for IoT devices because of
its complexity and power dissipation. Multiple lightweight,
low-power, compact cipher algorithms have been proposed for
such devices. Likewise, traditional countermeasures against a
power SCA proposed for AES implementations yield relatively
significant area, performance, and power overheads when
implemented on lightweight ciphers such as SIMON,
PRINCE, and PRESENT. But there are optimal counter-
measures or modes of operation targeted for lightweight
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ciphers that lead to acceptable results. Particularly, SIMON
with a round unrolled datapath architecture that enhances
vulnerability against a power SCA and yet increases throughput
and reduces energy pet enctyption (pJ/enctyption), has been
presented in [1, 2]. Likewise, PRINCE with unrolled archi-
tecture implementation with countermeasures against power
SCA has also been proposed [3].

Although these lightweight ciphers represent a viable and
safe alternative to the power-hungry AES, their proliferation
and the indecision in the industry around the choice of a
common encryption technique and mode of operation have
prompted the US National Institute of Standards and Tech-
nology (NIST) to undertake the creation of standard, resilient
lightweight ciphers. They should encompass confidentiality,
security, and authentication. They must either have built-in
countermeasures to side channel attacks or show a strong
resistance against power SCAs through the algorithm con-
structs [4].

1.1 | Relevant types of side channel attacks

There are numerous types of side channel attacks published in
literature. The ones relevant to IoT devices and our study are
local versus remote attacks and passive versus active attacks.
With local attacks, the malicious agent has physical access to
the target device to capture the measurements needed to
perform side channel analysis. In the case of remote attacks,
the agent can sense the leaked information remotely with no
physical access to the device. Passive attacks occur when the
device naturally and unintentionally leaks side channel infor-
mation to the outside world, in the course of its normal
operation. However, with active attacks, the malicious agent
has to modify the device's intended behaviour to forcibly
produce or alter the side channel information.
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The following passive side channel information is most
likely to be leaked by IoT devices implementing cryptographic
algorithms, leading to the undermentioned types of attacks

(Figure 1):

- Power consumption or temperature rise: local and remote
power side channel attacks [3, 5].

- Electromagnetic emanation: local electromagnetic interfer-
ence attacks [6].

- Programme execution time of circuit delay: remote and local
timing attacks

- Scanning electron microscope (SEM) of device layout: local
SEM attacks [7].

Active attacks force the alteration or leakage of the
following side channel information, which leads to the
undermentioned types of attacks (Figure 1):

- Execution time or circuit delay: glitch attacks, rowhammer
[8] attacks, and microarchitecture attacks [9].

- Power and clock glitch: local power and clock glitch
attacks [10].

1.2 | Relevant studies on the security of IoT
communications

Much of this research is focused on studying the residual
vulnerabilities to power SCA of the NIST lightweight ciphers
cryptography competition (LWC) finalists. First, we are dedi-
cating this section to introducing similar relevant prior art
as well as the necessary background knowledge helpful to
readers in understanding the concepts at hand. Many re-
searchers have published studies to address the security chal-
lenges of lightweight cryptographic protocols. The authors of
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FIGURE 1 Classification of relevant types of side channel attacks.
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[11] published a comparative survey of lightweight crypto-
graphic algorithms, their strengths, weaknesses, and general
security requirements, such as integrity, confidentiality, and
authentication. [12] compared the 32 LWC second-round
candidates for features such as performance and power. [13]
focuses on surveying certain lightweight block ciphers that can
easily be implemented in resource challenge devices; such ci-
phers include PRESENT, SIMON, and GRAIN. The authors
of [14] propose a SCA categorisation system, particularly
for enabling analysis of SCA on mobile devices. The study
goal is also the facilitation of the development of new
countermeasures.

Protecting the integrity of the communications between
IoT devices goes beyond the protection of the device them-
selves. Malicious agents have also intercepted the communi-
cations and tried to exploit the weaknesses in the protocol. [15]
proposes a survey of existing protocols and analyses methods
to establish secure communications between IoT devices.
Direct attacks on lightweight cipher implementations are also a
threat to IoT devices' data. [16] proposes a differential attack
on the family of lightweight block ciphers SKINNY. [17] has
demonstrated a successful collision fault attack on GIFT with
only 64 faulty ciphertexts.

To help understand the theory and algorithms behind
power side channel cryptanalysis, the review in [18] and study
in [19] provide foundations that summarise the concepts of

power analysis distinguishers. They focus on distinguishers
used in non-template attacks, including correlation power
analysis (CPA), which is one of the most efficient dis-
tinguishers. They also introduce the notion of test vector
leakage assessment (TVLA). TVLA, based on Welch's ¢-test,
uncovers leakage of information without mounting an attack.
Other distinguishers summatised in the paper are simple power
analysis (SPA), differential power analysis (DPA), and mutual
information analysis (MIA).

However, none of these prior studies address the issue of
resistance to power side channel attacks of the LWC finalists,
thus our analysis is the first with such a goal.

1.3 | Related sutrveys and work on side
channel attacks of lightweight ciphers

In this section, we discuss surveys of IoT and mobile devices,
as well as surveys on SCA distinguishers, applied to lightweight
ciphers. We also present studies dealing with multiple crypt-
analysis aspects of a single lightweight cipher. Multiple prior
arts have also performed comparative studies of SCA on
multiple lightweight ciphers, which we are also summarising in
this section. Table 1 summarises the prior art covering surveys
and studies on lightweight ciphers' vulnerabilities to power
SCA, with references for readets.

TABLE 1 Previous surveys/work on side channel attacks on symmetric ciphers.

Publication year Article Main topic covered

2021 Khan M N [11] Lightweight cryptographic protocols, focusing on IoT devices

2018 Spreitzer R [14] Classification of side channel attacks, focusing on mobile devices

2020 Randolph M [18] Exploration of the foundation of power SCA distinguishers.

2020 Fei Y [20] Evaluation of WAGE vulnerability to CPA and compatison with LWC competition 2nd
round candidates.

2022 Liu Z [21] Root cause of power leakage, compared to AES, in three candidates of LWC competition.

2022 Abdulgadir A [22] Study the impact on cost and performance, of applying Domain-oriented masking on three LWC
competition finalists.

2022 Babinkostova L [23] Study of side channel leakage of GIFT-COFB by applying CPA with the hamming distance
model.

2016 Nalla Anandakumar, N [24] Study SCA resistance of FPGA implementations of MAC-PHOTON.

2016 Biryukov A [25] Analysis of the efficiency of common leak functions used in CPA to attack AES and seven
lightweight ciphers.

2021 Zhang ] [20] Power attack method against the diffusion layer of GIFT implemented in an FPGA.

2017 Samwel N [27] Presents first DPA attack on Keyak S-box and first CPA attack on Ascon S-box.

2022 Windarta S [28] Analysis of cryptographic areas and cryptanalysis attacks of various hash functions suitable for
lightweight ciphers.

2022 Batina L [29] Side channel attack evaluation of software implementations of ASCON, Xoodyak, and ISAP

2021 Miteloudi K [30] First application of ROCKY as a countermeasure against SCA.

2018 Diehl W [31] Study of protection against DPA of a few authenticated ciphers.

2017 Heuser A [32] Study of side channel analysis metrics used to determine resistance to SCA.
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1.3.1 | Surveys on IoT and mobile devices

[11] Surveyed lightweight cryptographic protocols focusing on
IoT devices. But, the SCA on these protocols is not a focus of
the study. However, [14] presents a classification of side
channel attacks focusing on mobile devices. They allow and
facilitate the development of new countermeasures. But this
paper fails to address most lightweight ciphers and certainly
not the NIST LWC candidates, which is the focus of our study.

1.3.2 | Surveys and studies on SCA distinguishers
applied to lightweight ciphers

The study of [20] evaluates and analyses authenticated light-
weight cipher WAGE vulnerability to CPA and compares it
against LWC second round candidates. [23] focuses on the
study of side channel leakage of GIFT-COFB by applying CPA
with the Hamming distance model. Then, they use the attack
results to rate the reliability of several side-channel leakage
assessment metrics: transparency order, revisited transparency
order, and signal-to-noise ratio, amongst others. [24] studies the
SCA resistance of FPGA implementations of MAC-PHOTON.
They implement three concept architectures (iterative, folding,
and unrolling), then analyse their security against the SCA. They
also elaborate on MAC-PHOTON Threshold Implementation
(TT) resistance against the first-order power analysis. [26] covers
power attack methods against the diffusion layer of GIFT
implemented in an FPGA. [27] presents the first DPA attack on
a Keyak S-box and the first CPA attack on an Ascon S-box. The
difference with our work is that we propose a method to attack
the 320-bit state of ascon-128. In [30], they show the first
application of ROCKY as a countermeasure against SCA, on
four architectures of Xoodoo implemented in an FPGA.
Contrary to the above-mentioned studies and surveys that
focus only on a single cipher, our study focuses on exposing
residual vulnerabilities on multiple LWC finalists, namely all
seven ciphers that do not have built-in SCA countermeasures.

1.3.3 | Surveys of the comparative studies of SCA
on multiple lightweight ciphers

GIFT-COFB, Xoodyak, and Grain-128, three finalists of the
LWC are covered in [21]. This paper studies the root cause of
power leakage in those ciphers and compares it to AES. [22]
studies the impact on cost and performance, of applying
Domain-Oriented Masking on three LWC competition final-
ists: Elephant, TinyJambu, and Xoodyak. In [25], the authors
analyse the efficiency of common leak functions used in CPA
to attack symmetric ciphers. The study case is an imple-
mentation of AES and seven lightweight ciphers (Fantomas,
LBlock, Piccolo, PRINCE, RC5, SIMON, and SPECK) in an
8-bit processor. None of these is amongst the finalists of the
NIST LWC, which is the focus of our study. [28] focuses on
the analysis of cryptographic areas and cryptanalysis attacks of

various hash functions suitable for lightweight ciphers. They
have also conducted a comparative study and presented
research challenges on hardware and software implementations
of those lightweight cryptography hash functions. However,
this work does not focus on power SCA. [29] proposes a side
channel attack evaluation of software implementations of
ASCON, Xoodyak, and ISAP. [31] is a study of protections
against DPA of a few authenticated ciphers (ACORN,
ASCON, CLOC, SILC, JAMBU, and AES-GCM). In that
papet, the authors use TVLA to demonstrate vulnerability to a
first-order DPA and to demonstrate improved resistance of the
protected versions. Then, they compare the cost of imple-
menting countermeasures on those ciphers. [32] is a study of
side channel analysis metrics used to determine resistance to
SCA. Particularly, they attack the first, last, and both rounds of
several 4-bit S-boxes ciphers (KLEIN, Midori, Mysterion,
LED, Piccolo, PRESENT, PRIDE, PRINCE, RECTANGLE,
and SKINNY) and 8-bit S-boxes ciphers (AES, Zorro, and
Robin).

Amongst the above-mentioned studies that deal with the
same ciphers of interest as us, the NIST LWC finalists, a
maximum of three ciphers is analysed in any one papet.
Therefore, none comprehensively covers the SCA vulnerabil-
ities of all of them; which is what we address in this paper.

1.4 | Otrganisation of the paper

This paper is organised as follows: Section 2 presents a
detailed account of our contribution to knowledge while
Section 3 is the background summary which gives the
theoretical knowledge necessaty to understand the analysis
throughout this paper. In sections 4 and 5, we discuss our
evaluation of the residual vulnerabilities against power SCA
of the seven LWC finalists that do not integrate a built-in
countermeasure against side channel attacks. We conclude
our analysis in Section 0.

2 | OUR CONTRIBUTION

The novelty of this research resides in the fact that we identify
vulnerabilities to power SCA in seven (out of 10) LWC finalists
and propose methodologies for attacking five of them. We also
propose the leakage functions needed to perform CPA on
those lightweight ciphers.

This study defines a method for attacking Ascon by
reducing the key search space to a practically implementable
size. We also propose a leakage function used in CPA to
attempt to uncover the state. Leveraging a methodology shared
in [43], we introduce two hamming distance-based leakage
functions for attacking the first and last rounds of GIFT_-
COFB. We highlight the Hamming distance-based leakage
model for attacking GRAIN-128-AEADv2. The study also
proposes methodologies for launching power SCA on
PHOTON-Beetle, Romulus, and Schwaemm.
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The study begins with a comprehensive comparative study
and evaluation of the 10 LWC finalists to evaluate their hardware
implementations' residual vulnerability against a power SCA. To
our knowledge, a study of this kind has never been performed
on these ciphers, so this will be the first proposal. Many
generalised analyses of lightweight ciphers have been proposed.
Some general studies focus on security aspects, performance,
power consumption [12], area, and validations of the advertised
features of confidentiality, authentication, and integrity [11].
Unlike [12], which proposed a general, broad survey targeting
the 32 second-round candidates of the LWC competition, our
research goes in-depth into the level of resistance to power side
channel attacks, targeting the 10 candidates of the final round.
We aim to provide the evaluators of these algorithms, the NIST
community, and the IoT device designers with the tools that will
help educate and inform on the weaknesses of those algorithms.
The authors of [44] have launched a call to side channel security
labs to propose an evaluation against side channel attacks of the
10 finalists. Hence, our comprehensive vulnerability evaluation
is intended to serve as a lantern to those who aim to develop
power side channel attack proposals against the 10 finalists to
evaluate their robustness before the final selection by NIST.
Some of the residual vulnerabilities uncovered are based on
demonstrated, previously published literature. Others are based
on our initial theoretical assessment.

3 | BACKGROUND

To address the critical issue of the standardization of light-
weight ciphers, the NIST has initiated a competition to solicit
lightweight ciphers suitable for low-power, compact, or
otherwise highly constrained devices. After two preliminary
selection rounds, the NIST reduced the initial 57 submissions
to a final round of 10 candidates.

3.1 | Lightweight cipher competition
finalists

Table 2 summarizes the main characteristics of the 10 pro-
posals selected by the NIST for the final round of evaluations.
They are based on authenticated encryption with associated
data (AEAD), which are symmetric encryption algorithms that
provide both confidentiality and authentication. The following
three LWC competition finalist algorithms have integrated
countermeasutes against side channel attacks: ISAP, Elephant,
and Xoodyak. Elephant implements masking using linear-
feedback shift registers (LSFRs) [34]. ISAP features sponge-
based tekeying [37]. Xoodyak's built-in countermeasure,
called Cyclist, implements a DPA countermeasure by
absorbing the session counter that is used for a nonce. It limits
the number of selection functions an attacker can use [42].
However, the other ciphers, Ascon, GIFT-COFB, Grain,
PHOTON-Beetle, Romulus, SPARKLE, and TinyJambu, do
not feature such built-in side channel protections and will
constitute the focus of this work.

3.2 |
attacks

Security metrics for sample classes of

Before diving into the cipher analysis, let us state some security
metrics which are classes of attacks that constitute the basics of
some vulnerabilities exposed in a few ciphers.[45]

321 | Chosen ciphertext attack and leakage in
encryption only, with nonce-respecting adversary

(CCALI)

The malicious agent performs several encryption/decryption
operations that leak the algorithmic implementation of the
authenticated encryption scheme. Then, she or he chooses two
new messages and receives the corresponding ciphertexts while
measuring the leaked information. The system is considered
insecure when the agent can match the ciphertext to the
plaintext with a reasonable advantage. The CCAL1 security
variant is when the chosen ciphertext has nonce-respecting and
leakage is measured during encryption operations only.

3.2.2 | Chosen ciphertext attack and leakage in

encryption only, with nonce-misuse resilience
adversary (CCAmL1)

Same as CCAL1 but with a fresh challenge nonce.

3.2.3 | Chosen ciphertext attack and leakage in
encryption only, with nonce-misuse resilience
(CCAmIL.2)

Same as CCAL1 but with a fresh challenge nonce and leakage
during both encryption and decryption.

324 | Ciphertext integrity with leakage during
encryption only (CIL1), with nonce-respecting
adversary

For this security metric, the malicious agent also performs
encryptions/dectyptions while captuting the leaked informa-
tion. The implementation is considered secure if the malicious
agent cannot guess a valid plaintext with good probability. The
CIL1 security variant is non-respecting and leaks only during
encryption.

325 | Ciphertext integrity with leakage during
encryption and decryption (CIML2), with nonce
misuse resistance

Similar to CIL1, except there is no constraint on nonces and
leakage during both encryption and decryption.
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4 | EVALUATION OF RESIDUAL
VULNERABILITIES

Several studies have demonstrated the effectiveness of
authenticated encryption with advanced data (AEAD), in
protecting communications with IoT devices [46—48]. They
provide security, authentication, and confidentiality, all in one
algorithm implementation. However, the proposed LWC al-
gorithms still displayed residual vulnerabilities against the po-
wer SCA, which we expose in the next few sections.

4.1 | Ascon-128/Ascon-128a

Ascon-128 and Ascon-128a are suites of lightweight ciphers
that provide AEAD, in addition to hash functions Ascon-Hash
and Ascon-Hasha and extendable output functions Ascon-Xof
and Ascon-Xofa. The primary recommendation for the NIST
competition is the suite set Ascon-128/Hash-128/Hash-Xof.
The parameters for this authenticated encryption scheme
include a key size and permutation length of 128 and 320 bits,
respectively. The algorithm also features two permutations p”
and pb used in the AEAD and the hash functions of lengths 12
and 6 in the AEAD, and lengths of 12 each in the hashing
algorithm [33].

The construction of Ascon has an initialisation stage that
generates the state by manipulating the encryption key (K), the
initialisation vector (IV), the nonce (N), and the permutation p*
as follows:

S<IV|K|N (1a)
s e (0™ K) (1b)
P =pcopsopL (1)

where § is the 320-bit state, K is the k-bit key, & = 128, p* is a
permutation with 4 rounds (2 = 12), pc is the constant addition
layer, ps is the substitution layer, py is the linear diffusion layer
and || represents the concatenation operation.

41.1 | Proposed scheme for attacking Ascon-
128/ Ascon-128a

A power SCA works on the premise of developing a predict-
able relationship between the algorithm's internal operations,
the encryption key, and other input/output data. Thus, based
on the initialisation stage in the equations above and the
Hamming distance model developed in [43], we propose the
following leakage function for an attack on Ascon-128 using
the correlation power analysis (CPA) distinguisher:

Leakaseon—12s :HD(p’“(S) ® (0320—’e I K),s) 2)

where HD(x,y) represents the Hamming distance between x
and y.

The success of this leakage function in recovering the state
largely depends on the signal-to-noise ratio (SNR) of the
measurements, which in turn depends on the algorithm
implementation. The authors of Ascon have stated that
recovering the state during data processing may not directly lead
to recovery of the secret key, and recovery of the state during
the initialisation stage will lead to recovery of the secret key.

To reduce the complexity of guessing the 320-bit state S, we
decompose the guessing phase into 64-bit substates to align with
the structure of the 64-bit register words (xo, X1, X2, X3, X4):

S=xo [lx1 |22 || x3]] x4 (3)

We can divide the Ascon state S into 5 64-bit words and
guess each word by replacing the permutation p* with the
permutation p“ defined as follows:

P=pcopr (4)

By removing the substitution layer ps from the permuta-
tion p*, we are ensuring that the result of each substitution p™
on x; does not depend on the remaining 4 words. Given that
the substitution layer pg acts on a 5-bit column word across all
5 words x;, it mixes the 5 64-bit words, and thus its output is
no longer solely dependent on the 5-bit words x;. Thus, the
attack on the state is reduced into 64-bit operations, therefore
reducing the search from 2°* to 5 x 2%,

4.1.2 | On the confidentiality and integrity of
Ascon under the security game “Chosen ciphertext
attack and leakage in encryption only, with nonce-
misuse resilience adversary (CCAmL1)”

The message processing part of Ascon is simple power analysis
(SPA) secure under CCAmL1 assumptions. However, without
DPA protected implementation of the verification phase [45],
it is possible to successfully attack secure bootloading appli-
cations [49] by estimating valid messages without knowledge of
the encryption key [50].

42 | GIFT-COFB

GIFT-128, which is the block cipher used in GIFT-COFB
LWC, is a larger version of PRESENT [51]. Thus, the weak-
nesses of PRESENT against power SCA are also vulnerabilities
of GIFT-COFB against power SCA. PRESENT implements a
bit-oriented permutation layer and has a 64-bit block size. Each
enctyption/decryption round consists of layers AddRoundKey,
sBoxLayer (substitution layer), and pLayer (permutation layer).
One more key addition is performed after the encryption
rounds. Similatly, each encryption round of GFIT-128 (and
GIFT-COFB) consists of 3 three layers: SubCells (32-bit state
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cell substitution), PermBits (bitwise permutations, different for
each 32-bit state cell), and AddRoundKey (round key addition
to the state).

Proposed leakage function for attacking GIFT-
COFB

The round constructions are also similar to AES rounds,
especially the last round which does not feature a MixColumn
layer. Thus, we are proposing that GIFT-COFB can be
attacked with a CPA targeting the first and/or last round with
leak functions defined in the equations below:

Leakyivy_yound =HD (PermBits(SubC ells(P)) ® K, _figrs, P)
(5)

Leakyg round = HD(inv_SubCells

: . (6)

(mv,Permths(C DK ,Jm) ,C )
whete HD represents the Hamming distance, K, is the round
key, P (plaintext) is the input to the first round, and C (ciphet-
text) is the output of the last round. Successful uncovering of
the encryption key in an AES implementation has been
demonstrated with practical experiments, with similar leakage
functions [43].

Additionally, an analysis performed on 4000 traces of
PRESENT in an ASIC without any countermeasure yielded a
test vector leakage assessment (TLVA) of 12.28 [52], which is
higher than the threshold of 4.5 required by NIST to be
accepted for secure cryptographic implementations. This
means that the measured traces of GIFT-COFB implementa-
tions will be said to carry sensitive distinguishing information
that could be exploited by a malicious agent to uncover the
secret key.

43 | GRAIN-128-AEADv2

The authors of this algorithm proposal have argued that Grain-
128a (the raw encryption algorithm of GRAIN-128a-AEADvV2)

is resistant to a fast correlation attack, the classical method that
was designed to exploit the state of the LFSR inside the algo-
rithm [36]. Although [53] have demonstrated successful attacks
on smaller grain-like stream ciphers, those attacks do not apply
to Grain-128a. Furthermore, a revised fast correlation attack
from the same authors revealed that the Grain-128a state can be
recovered with data and time complexity of 2''* [54]. However,
this revised fast correlation attack does not apply to Grain-128a
in authentication mode because only every other keystream bit
can be recovered by the malicious agent [36].

But, GRAIN-128-AEADv2 is an AEAD stream cipher
that derives from GRAIN-128-AEAD [36], which is a com-
mon stream cipher previously studied in the literature, from an
SCA perspective [55]. For any successful SCA, the malicious
agent needs to have a deterministic relationship between the
input data and the encryption key. As demonstrated in [43, 55],
the Hamming distance model is a very reliable method to es-
timate the power dissipation of the system for CPA. It is
possible to define a leakage model based on the Hamming
distance of the state.

Also, it has been demonstrated that one can construct a
fast and automated process through Z3, a publicly available
satisfiability modulo theory (SMT) solver, with the leakage
model and the publicly available keystream, which leads to key
recovery in a few seconds [55].

4.4 | PHOTON-beetle

PHOTON:-Beetle authenticated encryption and hash are made
of the sponged-based mode Beetle and the PHOTON256
permutation [38]. Although its mode is designed to be side
channel resistant, PHOTON-Beetle is only strongly protected
against SPA without averaging [45]. Given that the nonce
repetition is prevented under the CCAL1 and CIL1 security
hypothesis [45], the resistance to SPA is thus at its possible
maximum. Thus, PHOTON-Beetle can be implemented in the
flat, leveled architecture shown in Figure 2.

The following defines the variables used in the above
Figute 2. N: nonce, K: master key, M: plaintext divided into 7
blocks of 7 bits each, with the last padded with 0's if it is
smaller than 7, 7 = 128 is the rate of the message absorption, T

M] Cl Mm Cm
N »> »> °
g T -
f f f f e Verification
=3
K N K* > > =
KGF Message processing TGF Verification

FIGURE 2 PHOTON-Beetle leveled implementation for an m-block message, with CCAL1 and CIL1 security targets.
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tag, 1 PHOTON256 permutation function [38], KGF: key
generation function, and 7GF: tag generation function.

However, the PHOTON-Beetle message processing section
shows residual vulnerability against DPA with the following
scenarios: define a fix nonce and ephemeral key K*, generate
multiple plaintexts blocks M; or multiple ciphertexts Cj, un-
cover the capacity
section along with the plaintext M; or ciphettext Cy, and then
petform the inverse permutation to uncover the key K. Thus,
more uniform protection is needed to obtain a security level
stronger than CCAL1 and CIL1 [45].

Comparing the vulnerability to a power SCA of
PHOTON-Beetle S-Box versus Elephant S-Box and GIFT
S-Box:

S-Box operations in symmetric cryptographic algorithms are
frequently the main target of malicious agents who wish to
extract information about the secret key. The authors of [50]
have developed theoretical metrics to evaluate the vulnerability
against a power SCA of 4x4 S-Box operations in PHOTON-
Beetle and several other lightweight ciphers: revisited trans-
patency order (VTO), confusion coefficient variance (CCV),
and minimum confusion coefficient (MCC). Based on theoret-
ical analysis, PHOTON-Beetle is the least vulnerable to a power
SCA when evaluated with VIT'O and CCV. Even with the MCC
metric, PHOTON still shows the second highest resistance to a
non-profiled power SCA among the nine ciphers studied
(including NIST LWC finalists GIFT and Elephant). Addi-
tionally, practical experiments evaluating the minimum number
of traces to achieve 90% confidence of attack showed that
PHOTON requires ~800 traces (for a non-profiled attack and
noise level of log, (6°) = 5) and 300 (for a profiled attack and
noise level ¢ = 2). For a non-profiled attack, PHOTON ranks
second least vulnerable after the Elephant cipher. But for the
profiled attack, the position compared to Elephant and GIFT is
inconclusive, as it varies depending on the trace noise level [56].

However, although these results might indicate a low level
of vulnerability for PHOTON, it is worth pointing out that the
number of traces required to reach a high confidence level is
nonetheless very low compared to what state-of-the-art attack
scenatios are capable of today [43, 49].

In summary: barring the realistic aspect of implementing a
practical attack targeting solely PHOTON-Beele S-box oper-
ations, a malicious agent will merely need to increase the
number of traces to successfully uncover the encryption key.

4.5 | Romulus

Romulus is based on a tweakable block cipher modeled over the
SKINNY family of ciphers. Precisely, the version proposed in
the LWC competition, Romulus-N, implements a change in the
number of rounds compared to SKINNY-128-384. Romulus-N
adopts 40 rounds of encryption, which is the same as SKINNY-
128-3844+ [39]. Similar to GIFT-COFB, Romulus will be
vulnerable to the same power SCA methodologies that have been
demonstrated on its parent algorithm. Specifically, a power SCA
run with a CPA distinguisher and the Hamming distance leakage

function, on an unprotected SW implementation of SKINNY-
128, has shown that the minimum traces to discover (MTD) is
only 80 traces. This means that only 80 traces are required to
attack an unmasked SKINNY-128, although a masked version
could not be successfully attacked with 1000 traces [57]. How-
ever, Romulus' proposal does not integrate masking to protect
against an SCA. Furthermore, a power SCA mounted on an HW
implementation of SKINNY with a Hamming distance model
showed a success rate of close to 100% with only 60 traces [32].
However, masking scheme implementation on SKINNY has
shown an increase in the MTD to more than 1000 traces [57].
But, 1000 traces is not much of a deterrent with today's state-of-
the-art computers and capture equipment because we have
shown capabilities to mount SCAs with over 100 000 traces [43].
Thus, it still goes to show that Romulus implementations will
need to be coupled with a countermeasure to be resistant to a
power SCA.

4.6 | Sparkle (Esc/schwaemm)

The Spatkle proposal to the NIST LWC is a family of per-
mutations closely related to the block cipher SPARX but with a
fixed key and wider block size. The submission comprises the
hash functions Esch256 and Esch384, based on the permu-
tation family SPARKLE384 and SPARKLE512, which pro-
duce digests of 256 and 384 bits, and yield security levels of
128 and 192 bits respectively. The AEAD cipher family pro-
posed is Schwaemm. The main implementation within the
family is Schwaemm256-128, which accepts a key of length 128
bits, a nonce of length 256 bits, and produces a tag of length
128 bits. The encryption construction accepts the plaintext and
outputs the ciphertext. Three other variants with different key,
nonce, and tag lengths are proposed: 128-128, 192-192, and
256-256 [40].

Figure 3 represents Schwaemm authenticated encryption
construction with 3 associated data blocks and 4 message
blocks, showing the addition of the whitening block versus
Beetle. The function [ represents one of the permutations
Sparkle256;, Sparkle384;, or Sparkle512; s represents the num-
ber of steps in the permutation, p is the combined feedback
function, and w,, is the whitening function as defined in [40].

The Schwaemm AEAD algorithm is based on a modified
version of the Beetle mode for authenticated encryptions.
Beetle is based on a duplexed sponge that provides additional
security by using combined feedback to create a difference
between the ciphertext output and the input of the permuta-
tion calls [58]. One of the main differences between Beetle and
Schwaemm is that Schwaemm makes use of rate whitening,
which consists of XORing the capacity to the rate before the
permutation starts, as shown in Figure 3. However, half of the
branches in the state are not modified. Another deviation from
Beetle is making the Schwaemm key length the same as the
capacity, which alters how the tag is handled.

Despite the differences between Beetle and Schwaemm and
given that half of the branches in the state are identical, the
security of the Schwaemm algorithm follows the security of the
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underlying cryptographic algorithms from which it is derived.
Specifically, the security of Sparkle is based on the security of
sponge-based hashing and the Beetle mode. The differences
mentioned above have no impact on the potential relation be-
tween the leaked trace and the encryption key. Thus, most vul-
nerabilities observed on Beetle still apply to Schwaemm [58].

Other vulnerabilities of schwaemm to power

SCA

The addition of the whitening function to Schwaemm does not
change leakage prevention under the CCAL1 and CIL1 secu-
rity hypothesis. Thus, the resistance to SPA is maximum as
with Beetle. However, Beetle is shown to be vulnerable to DPA
under the scenario defined in section 4.5. Therefore, the
Schwaemm algorithm will also be vulnerable to DPA when the
capacity recovery step is changed to accommodate the inclu-
sion of the combined feedback function p. Thus, instead of
recovering the capacity straight up, we will need to perform the
inverse combined feedback function to recover the capacity

Micro-block for CPA evaluation

Constyp

and then perform the inverse permutation to uncover the key
K. Table 3 summarises the difference between Beetle and
Schwaemm DPA vulnerability under the CCAL1 and CIL1
security games.

4.7 | TinyJambu
TinyJambu is a family of AEAD ciphers derived from Jambu
that comprises three key size options: 256 bits, 192 bits, and
128 bits. They all feature a 128-bit keyed permutation, a
message block size of 32 bits, and a state size of 128 bits, as
shown in Figure 4 [41].

TinyJambu constructs features of the 128-bit keyed per-
mutation P, at every step of its operation: initialisation, asso-
ciated data processing, plaintext processing, and tag generation
steps. However, the number of permutation rounds, n, varies for
each step. The nonlinear feedback shift register (NLFSR) and
the elementary state update function (Figure 5), are executed 7
times for a permutation P,,. In 32-bit processors commonly used
in IoT devices, 32 rounds of permutations can be implemented

Consty

FIGURE 3 Schwaemm authenticated encryption construction with 3 associated data blocks and 4 message blocks, showing the addition of the whitening

block versus Beetle [40].

TABLE 3 Difference between Beetle and Schwaemm scenarios to uncover DPA vulnerability.

Attack steps  Beetle [45]

Schwaemm

Step 1 Define a fix nonce and ephemeral key K* Same as beetle
Step 2 Generate multiple plaintexts blocks M or multiple ciphertexts Cy Same as beetle
Step 3 Uncover the capacity section along with the plaintext M; or ciphertext C;,  Perform inverse feedback function, then uncover the capacity
section along with the plaintext My or ciphertext Cy,
Step 4 Then perform the inverse permutation to uncover the key K Same as beetle
Key, Nonce | Key AD, Key AD; Key M, C;, Key M; G Key Tag,  Key T“gz
i ! ! A
I Lo Lo ke
| ! i
I
: 2. ¥ 32 ! 32 - 32 ! 32 32|
Key setup ! P > > o— > 3 > >
P 1 ! 3 | 32
128 o Loo12s 93 93 ! 93 2 > 32 > >
0 Initialization i Py P i Piozs P 61 | Pio2s 6l Piozs 64
| ! ; > > ——>
Noncesetup |1 3 25y, BN Pty .l BN 2ty s
Peso ! '* 7 7>
] ! |
h 1 1
] I |
b3 3 Ps 5 T 7
Initialization Associated Data Plaintext Finalization

FIGURE 4 TinyJambu AEAD cipher, indicating the number of rounds of each permutation [41].
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1

StateUpdate(S, K, 1):
feedback = sy @ s47 © (~(570&585)) D s91 D kimod kien
Forjfrom 0to 126: sy = sj+1
s127 = feedback

) kl mod klen

end
feedback 7T\ 71\ 71\ Ja
A\ U U ]
— e —
127 91 85 70 47 0

FIGURE 5 TinyJambu keyed permutation algorithm (top), and graphical feedback implementation, with the nonlinear feedback shift register (bottom) [41].

in parallel. Additionally, in a typical HW implementation, the
key, nonce, and associated data are input on a 32-bit bus width to
match the algorithm block size.

Scheme for attacking TinyJambu

Thus, implementations of unprotected TinyJambu with a block
size of 32 bits [60] require the key to be accepted during the
initialisation phase in at least 4 words of 32 bits each maximum.
The process of accepting and storing the 32-bit data and then
implementing parallel computations of 32 feedback bits with the
NLFSR will generate power consumption that a malicious agent
can exploit to run CPA. In the worst case, the key search space is
reduced to a complexity of 4 X 232 meaning 17 billion key
guesses are needed to fully uncover all 128 bits of the encryption
key. With such a reduction, a traditional CPA can be carried out
(with modern computers), analogous to the key search space
reduction from 2'*® to 16 x 2% of attacks on AES128 imple-
mentations [61]. Whether the computational complexity of such
computations will result in a timely uncovering of the secret key
is left to the next steps of this work. For a case of high-frequency
implementation where the NLFSR computes 1 feedback bit per
clock cycle, the algorithm implementation will additionally be
vulnerable to SPA. If only one feedback bit is computed by the
NLSFR in each clock cycle, the power consumption of the de-
vice will be different whether the feedback bit computed in
Figure 5 results ina 1 or a 0. The computation result of the most
significant bit (MSB) will then create a discernible power con-
sumption difference that can be visually analysed by the mali-
cious agent. Such SPA weakness, which borrows similarities to
the conditional jump weakness in a data encryption standard
(DES) algorithm and demonstrated in [62], allows the malicious
agent to uncover the full state one bit at a time. Then, the full key
can be deducted with the reverse computation of the initialisa-
tion steps.

In a nutshell, TinyJambu implementations, and particularly
its initialisation phase, are vulnerable to CPA with key search
space reduced from 2'% to 4 x 27 and/or bit-by-bit simple
power analysis attacks on its state when the feedback is

computed one bit at a time. The above vulnerabilities are
ubiquitous because the algorithm construct does not integrate
any SCA countermeasure, such as masking or hiding. This thus
makes it susceptible to leaking information that can be easily
analysed with first-order DPA to uncover secret information.
In fact, [60] shows an unprotected implementation of Tiny-
Jambu, on which an experiment with 10,000 traces yielded a
test vector leakage assessment (TVLA) higher than 5. This is
above the threshold of 4.5 widely accepted as the limit to
which an implementation said is considered secure. This in-
dicates that the implementation of an insecure TinyJambu leaks
identifiable information with a probability greater than
99.999%.

5 | SUMMARY OF POWER SIDE
CHANNEL ATTACKS VULNERABILITIES

The practical assessment of power SCA vulnerabilities that
must be considered in evaluating the security of the seven
lightweight ciphers is summarised in Table 4. For each cipher,
we have shown the proposed integrated SCA countermeasure
and our assessment of the residual vulnerabilities a malicious
agent could exploit to extract secret information from the de-
vice. Most information is supported by prior art demonstrated
with proven practical experiments, while others are novel
concepts developed and demonstrated theoretically based on
well-known general art concepts on power side channel
cryptanalysis.

Ascon, Sparkle, and PHOTON-Beetle secutity vulnerability
can generally be assessed with the security assumptions
CCAmL1and CCAL1/CIL1, respectively. Howevert, the secutity
vulnerability of GIFT-COFB, Grain, Romulus, and TinyJambu
can be evaluated more straightforwardly with proposed leakage
functions or publicly available leakage models (Hamming dis-
tance model). These latter four ciphers' security vulnerability can
also be evaluated with a solver (satisfiability modulo theory) or
with a more computer-intensive approach that consists of
significantly increasing the number of traces collected to launch
the attack.
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TABLE 4 Residual vulnerability assessment of LWC finalist candidates.

Ciphers

Residual vulnerabilities

Ascon
Type: Block cipher
Key size: 128

GIFT-COFB
Type: Block cipher (GIFT-128)
Key size: 128

Grain-128AEADv2
AEAD stream cipher
Key size:128

PHOTON-beetle authenticated encryption and hash
family
Key size: 128

Romulus
Type: Tweakable block ciper (SKINNY)
Key size: 128

SPARKLE (SCHWAEMM and ESCH
Type: Block cipher
Key size: 128

TinyJambu
Type: Block cipher
Key sizes: 128, 192, 256

Round reduced (7 out of 12) implementations are vulnerable to attacks [33].

Ascon is not considered secure under the CCAmL1 security game. Without DPA-protected imple-
mentation of the verification phase [45], it is possible to successfully attack secure bootloading
applications [49] by estimating valid messages without knowledge of the encryption key [50].

The attack on the state can be reduced to 64-bit operations, therefore reducing the search from 2% 1o
5 x 2%,

GIFT-COFB is vulnerable to CPA on a reduced number of rounds (11 vs. 40). However, the authors
claim that a 40 round implementation is resistant to DPA [51].

GIFT-128 looks like a larger version of PRESENT, thus vulnerabilities of PRESENT can be present
here as well.

GIFT S-box is susceptible to CPA when assessed with the transparency order (TO) metric [59].

Grain-128AEADV2 is vulnerable to a power SCA with the hamming distance model [55]. It has been
demonstrated that one can construct a fast and automated process through 73, a publicly available
satisfiability modulo theory (SMT) solver, with the leakage model and the publicly available key-
stream, that lead to key recovery in a few seconds [55].

Grain128 AEADV2 is not resistant to fault attacks. The authors expect the users to implement pro-

tection mechanisms.

The message processing section shows residual vulnerability against DPA under CCAL1 and CIL1 [45].
Targeting S-box with an increased number of traces may lead to the recovery of secret information.

Romulus is vulnerable to the same CPA as SKINNY, with leak a function defined as the hamming
distance of the input/output of the target round. A power SCA mounted on an HW
implementation of SKINNY with a hamming distance model showed a success rate of close to
100% with approximately 60 traces only [32].

Sparkle and beetle share similar residual vulnerabilities to a power SCA. Sparkle is vulnerable to a power
SCA under the security game CCAL1 and CIL1. The main difference lies in the fact that instead of
recovering the capacity straight up as with beetle [45], we need to perform the inverse combined
feedback function to recover the capacity, then perform the inverse permutation to uncover the key
K, with schwaemm.

An unprotected implementation of TinyJambu yielded a TVLA higher than 5, which is above the
threshold of 4.5 [60].

TinyJambu implementations, and particularly its initialisation phase, are vulnerable to CPA with key
search space reduced from 2'* to 4 x 2% and/or bit by bit simple power analysis attacks on its
state when the feedback is computed one bit at a time.

We can further note that the ISAP, Elephant, and Xoodyak
modes of operation provide built-in approaches to preventing
side channel attacks against algorithm implementations. For
instance, one of the most powerful tools used in power SCA,
DPA, operates by accumulating information on the secret key by
measuring the power consumption of the device during multiple
encryption operations on different data. To counter this, ISAP
has integrated a sponge-based rekeying in the encryption and
MAC parts, which generates a fresh key for each new input.
Doing so significantly decreases the vulnerability of ISAP
implementations against a power SCA [37]. This is demonstrated
in [45], where it is shown that this out-of-the-box security meets
the highest security level defined by the authors, which is
CCAmL2.

6 | CONCLUSION

Power side channel attacks ate of great concern on IoT devices
because malicious agents have physical access to the device and
thus can run cryptanalysis algorithms after the products are

deployed. The finalists selected by NIST at the LWC competi-
tion each have their residual vulnerabilities, of which we brought
to light a few relevant ones. The expectation is that this
comptehensive study will be useful to SCA vulnerability testers/
analysers. Furthermore, these finalist ciphers or related variants
have been previously proposed and used in applications.
Therefore, regardless of the outcome of the LWC competition
final selection, future IoT IC designers can leverage this work to
evaluate the resilience of their products during the design phase.
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